(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT) 



(19) World Intellectual Property Organization 

International Bureau 

(43) International Publication Date 
26 September 2002 (26.09.2002) 




(10) International Publication Number 

PCT WO 02/076070 Al 



(51) International Patent Classification 7 : H04M3/42 

(21) International Application Number: PCT/US02/08320 

(22) International Filing Date: 20 March 2002 (20.03.2002) 

(25) Filing Language: English 

(26) Publication Language: English 



(81) Designated States (national): AE, AG, AL, AM, AT, AU, 
AZ, BA, BB, BG, BR, BY, BZ, CA, CH, CN, CO, CR, CU, 
CZ, DE, DK, DM, DZ, EC, EE, ES, FI, GB, GD, GE, GH, 
GM, HR, HU, ED, IL, IN, IS, JP, KE, KG. KP, KR, KZ, LC, 
LK, LR, LS, LT, LU, LV, MA, MD, MG, MK, MN, MW, 
MX, MZ, NO, NZ, OM, PH, PL, PT, RO, RU, SD, SE, SG, 
SI, SK, SL, TJ, TM, TN, TR, TT, TZ, UA, UG, UZ, VN, 
YU, ZA, ZM, ZW. 



(30) Priority Data: 

60/276,923 
60/276,953 
60/276,954 
60/276,955 
10/097,865 



20 March 2001 (20.03.2001) US 

20 March 2001 (20.03.2001) US 

20 March 2001 (20.03.2001) US 

20 March 2001 (20.03.2001) US 

15 March 2002 (15.03.2002) US 



(71) Applicant: WORLDCOM, INC. [US/US]; 500 Clinton 
Center Drive, Clinton, MS 39056 (US). 

(72) Inventor: ROBOHM, Kurt, W.; 207 Paddock Ct NW, 
Leesburg, VA 20176-2060 (US). 

(74) Agent: GROLZ, Edward, W.; Scully, Scott, Murphy & 
Presser, 400 Garden City Plaza, Garden City, NY 1 1530 
(US). 



(84) Designated States (regional): ARIPO patent (GH, GM, 
KE, LS, MW, MZ, SD, SL, SZ, TZ, UG, ZM, ZW), 
Eurasian patent (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM), 
European patent (AT, BE, CH, CY, DE, DK, ES, FI, FR, 
GB, GR, IE, IT, LU, MC, NL, PT, SE, TR), OAPI patent 
(BF, BJ, CF, CG, a, CM, GA, GN, GQ, GW, ML, MR, 
NE, SN, TD, TG). 

Published: 

— with international search report 

— before the expiration of the time limit for amending the 
claims and to be republished in the eyent of receipt of 
amendments 



[Continued on next page] 



= (54) Title: SYSTEMS AND METHODS FOR UPDATING IP COMMUNICATION SERVICE ATTRIBUTES 



OSS. 
130 



NETWORK 
INTERFACE 
320 




IPCOM 
PROVISIONING 
UNIT 336 



BILLING UNIT 
334 



FAULT MGT UNIT 
332 



DATA COLLECT 
UNIT 
333 



INTEGRATED APPLICATIONS 330 



TRADITIONAL 
TELEPHONY 
SYSTEMS 
340 



PROCESS MANAGEMENT SYSTEM 310 




: t I t 



SECURITY 
UNIT 



TROUBLE 
TICKETING 



FAULT 
MANAGER 



^7 



IPCOM 
370 



WEB CENTER 
360 



VOICE 
PORTAL 
350 



NON-INTEGRATED 
APPLICATIONS 



o 

*o 

o 

2 (57) Abstract: A system updates service attributes associated with an Internet Protocol (IP) communications network (figure 3). 
The system includes a network interface, an operational data store, and a redirect server. The network interface (320) receives at 
least one update to one of the service attributes from a user via a data network and forwards the alt least one update to the operational 

£>. data store. The operational data store stores the at least one update and forwards the at least one update to the redirect server (810). 

^ The redirect server stores the at least one update so as to make the at least one update available in substantially real time. 
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SYSTEMS AND METHODS FOR UPDATING IP 
COMMUNICATION SERVICE ATTRIBUTES 



FIELD OF THE INVENTION 
[0002] The present invention relates generally to communications systems and, more 
particularly, to an operational support system that allows for communication service attributes to 
be updated in substantially real time. 

BACKGROUND OF THE INVENTION 
[0003] Telecommunications service providers continually increase the number of services 
and products they offer to customers. A recent trend, for example, is a desire to offer broadband, 
wireless, and Internet services. As competition increases, service providers must provide an 
increased level of support for these advanced data services while keeping costs down. 
[0004] Service providers also desire the ability to allow users (e.g., system administrators, 
engineers, and customers) to modify attributes associated with these advanced data services and 
to implement these modifications in substantially real time. By way of example, an attribute may 
relate to how Voice over Internet Protocol (VoIP) calls are routed to a customer Conventionally, 
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changes to telecommunication services required human intervention and could take days or 
weeks before the changes took effect 

[0005] Accordingly, there is a need in the art for an operational support system that allows 
users to modify service attributes associated with an IP communications network such that the 
modifications are available in substantially real time. 

SUMMARY OF THE INVENTION 
[0006] Systems consistent with the principles of this invention address this and other needs 
by providing systems and methods that allow users to make changes to telecommunication 
services in substantially real time. 

[0007] In an implementation consistent with the present invention, a system that updates 
service attributes associated with an Internet Protocol (IP) communications network is provided. 
The system includes a network interface, an operational data store, and a redirect server. The 
network interface receives at least one update to one of the service attributes from a user via a 
data network and forwards the update to the operational data store. The operational data store 
stores the update and forwards the update to the redirect server. The redirect server stores the 
update so as to make the update available in substantially real time, 
[0008] In another implementation consistent with the present invention, a method for 
providing IP communications network services is disclosed. The method includes providing a 
web-based interface to a user, where the web-based interface allows the user to update service 
attributes associated with the IP communications network. The method further includes 
receiving a change to a service attribute from the user, transferring the service attribute change 
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from the operational data store to a redirect server that is associated with the IP communications 
network, storing the service attribute change at the redirect server so that the change is made 
available in substantially real time, and processing at least one call to the user based on the 
service attribute change. 

BRIEF DESCRIPTION OF THE DRAWINGS 
[0009] The accompanying drawings, which are incorporated in and constitute a part of this 
specification, illustrate an embodiment of the invention and, together with the description, 
explain the invention. In the drawings, 

[0010] Fig. 1 illustrates an exemplary system in which systems and methods, consistent with 
the present invention, may be implemented; 

[0011] Fig. 2 illustrates an exemplary configuration of a user device of Fig. 1 in an 
implementation consistent with the present invention; 

[0012] Fig. 3 illustrates an exemplary configuration of the operational support system of Fig. 
1 in an implementation consistent with the present invention; 

[0013] Fig. 4 illustrates an exemplary configuration of the process management system of 
Fig. 3 in an implementation consistent with the present invention; 

[0014] Fig. 5 illustrates an exemplary functional block diagram of the process management 
system of Fig. 3 in an implementation consistent with the present invention; 
[0015] Fig. 6 illustrates an exemplary configuration of the voice portal unit of Fig. 3 in an 
implementation consistent with the present invention; 
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[0016] Fig. 7 illustrates an exemplary configuration of the web center of Fig. 3 in an 
implementation consistent with the present invention; 

[0017] Fig. 8 illustrates an exemplaiy configuration of the Internet Protocol Communications 
(IPCOM) unit of Fig. 3 in an implementation consistent with the present invention; 
[0018] Fig. 9 illustrates an exemplary configuration of the very high performance backbone 
network service unit of Fig. 3 in an implementation consistent with the present invention; 
[0019] Fig. 10 illustrates an exemplary process for configuring/updating service attributes 
associated with an IP communications network over a data network in an implementation 
consistent with the present invention; 

[0020] Fig. 1 1 illustrates an exemplary login screen consistent with the present invention; 
and 

[0021] Figs. 12-21 illustrate exemplary screens that may be provided to the user by the 
network interface in an implementation consistent with the present invention. 

DETAILED DE SCRIPTION 
[0022] The following detailed description of implementations consistent with the present 
invention refers to the accompanying drawings. The same reference numbers in different , 
drawings may identify the same or similar elements. Also, the following detailed description 
does not limit the invention. Instead, the scope of the invention is defined by the appended 
claims and equivalents. 

[0023] Implementations consistent with the present invention provide an operational support 
system that allows users to modify service attributes associated with an IP communications 
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network via a web-based interface. The modifications made by the user are made available in 
substantially real time. 

EXEMPLARY SYSTEM 
[0024] Fig. 1 illustrates an exemplary system 100 in which systems and methods, consistent 
with the present invention, may be implemented. In Fig. 1, system 100 includes a network 1 10 
that interconnects a group of user devices 120 and an operational support system (OSS) 130. It 
will be appreciated that a typical system may include more or fewer devices than illustrated in 
Fig. 1. Moreover, system 100 may include additional devices (not shown) that aid in the transfer, 
processing, and/or reception of data. 
• [0025] The network 110 may include, for example, the Internet, an intranet, a local area 
network (LAN), a metropolitan area network (MAN), a wide area network (WAN), a public 
switched telephone network (PSTN), and/or some other similar type of network. In fact, the 
network 1 10 may include any type of network or combination of networks that permits routing of 
information from a particular source to a particular destination. 

[0026] The user devices 120 may include a type of computer system, such as a mainframe, 
minicomputer, or personal computer, a type of telephone system, such as a POTS telephone or a 
session initiation protocol (SIP) telephone, and/or some other similar type of device that is 
capable of transmitting and receiving information to/from the network 1 10. The user device 120 
may connect to the network via any conventional technique, such as a wired, wireless, or optical 
connection. 

[0027] Fig. 2 illustrates an exemplary configuration of a user device 120 of Fig. 1 in an 
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implementation consistent with the present invention. In Fig, 2, the user device 120 includes a 
bus 210, a processor 220, a memory 230, a read only memory (ROM) 240, a storage device 250, 
an input device 260, an output device 270, and a communication interface 280. The bus 210 may 
include one or more conventional buses that permit communication among the components of 
the user device 120. 

[0028] The processor 220 may include any type of conventional processor or microprocessor 
that interprets and executes instructions. In one implementation consistent with the present 
invention, the processor 220 executes the instructions to cause a web browser to be displayed to 
an operator of the user device 120. As will be described in more detail below, the operator may 
access and modify attributes associated with the services provided by the OSS 130 via this web 
browser. 

[0029] The memory 230 may include a random access memory (RAM) or another type of 
dynamic storage device that stores information and instructions for execution by the processor 
220. The memory 230 may also be used to store temporary variables or other intermediate 
information during execution of instructions by processor 220. 

[0030] The ROM 240 may include a conventional ROM device and/or another type of static 
storage device that stores static information and instructions for the processor 220. The storage 
device 250 may include a magnetic disk or optical disk and its corresponding drive and/or some 
other type of magnetic or optical recording medium and its corresponding drive for storing 
information and/or instructions. 
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[0031] The input device 260 may include any conventional mechanism or combination of 
mechanisms that permits an operator to input information to the user device 120, such as a 
keyboard, a mouse, a microphone, a pen, a biometric input device, such as voice recognition 
device, etc. The output device 270 may include any conventional mechanism or combination of 
mechanisms that outputs information to the operator, including a display, a printer, a speaker, etc. 
[0032] The communication interface 280 may include any transceiver-like mechanism that 
enables the user device 120 to communicate with other devices and/or systems, such as OSS 130. 
For example, the communication interface 280 may include a modem or an Ethernet interlace to 
a network. 

[0033] Returning to Fig. 1, the OSS 130 provides the infrastructure for integrating data from 
traditional telephony services and applications with advanced data application platforms. 
Through OSS 130, customers, using, for example, user device 120, may manage, configure, and 
provision traditional telephony and advanced data services in real time, obtain real time billing 
information, and generate reports using a rules-centric middleware core. In one embodiment, a 
customer may perform these functions through a single point of entry using an Internet accessible 
web interface. 

[0034] Fig. 3 illustrates an exemplary configuration of the OSS 130 of Fig. 1 in an 

implementation consistent with the present invention. As illustrated, the OSS 130 includes a 

i 

process management system 310, a network interface 320, a group of integrated applications 330, 
a group of traditional telephony systems 340, a voice portal unit 350, a web center unit 360, an 
BPCOM unit 370, a very high performance backbone network service (vBNS+) unit 380, and a 
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group of non-integrated applications 390. It will be appreciated that the OSS 130 may include 
other components (not shown) that aid in receiving, processing, and/or transmission of data. 
[0035] The process management system 310 acts as the backbone to the OSS 130 by 
providing graphical process automation, data transformation, event management, and flexible 
connectors for interlacing with OSS components. In one implementation consistent with the 
present invention, the process management system 310 uses a Common Object Request Broker 
Architecture (CORBA) based publish-and-subscribe messaging middleware to integrate the 
different components of the OSS 130. Other techniques forintegrating the different components 
of the OSS 130 may alternatively be used, such as extensible Markup Language (XML) or 
Enterprise JavaBeans (EJB). The process management system 310 may, for example, be 
implemented using Vitria Technology Inc's BusinessWare software system. 
[0036] The network interface 320 provides a graphical user interface that allows users (e,g., 
customers, engineers, account teams, and the like) to access the components of the OSS 130. 
The network interface 320 may include commercial off the shelf (COTS) software or hardware 
packages, such as Siteminder® by Netegrity, Inc. and/or iPlanet™ by Sun Microsystems, Inc., 
custom software or hardware, or a combination of custom software/hardware and COTS 
software/hardware. 

[0037] Via the network interface 320, customers may, for example, request that service be 
connected or disconnected, monitor or change network or user settings, obtain reports, and 
perform e-billing, account management, and trouble reporting.and tracking functions in a real 
time manner. The network interface 320 may, for example, allow engineers to submit 
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transactions to control and configure network elements and services in a real time manner. The 
network interface 320 may, for example, allow account teams to manage account creations and 
cancellations, generate sub-accounts from master accounts, access current account data, and 
access historical account data. As will be described in additional detail below, the network 
interface 320 allows the service attributes associated with the IPCOM unit 370 to be configured 
and controlled remotely, such as over the Internet. 

[0038] The network interface 320 authenticates users and controls actions that authenticated 
users are allowed to execute in the OSS 130. In one implementation consistent with the present 
invention, the network interface 320 allows users access to the components of the OSS 130 via a 
single sign-on technique. This single sign-on eliminates the need for users to sign in (or 
authenticate themselves) in order to access different components of the OSS 130. Once 
authenticated, users may access those components of the OSS 130 to which they have been 
provided authorization. 

[0039] The integrated applications 330 may include, for example, a database 33 1, a fault 
management unit 332, a data collection unit 333, a billing unit 334, a reporting unit 335, and an 
IPCom Provisioning unit 336. The database 33 1 may include one or more separate databases for 
storing data. In one implementation, the database 331 includes a data warehouse, an operational 
data store, and a lightweight directory access protocol (LDAP) directory server. The data 
warehouse acts as a repository for service order, account, usage, and performance data. In one 
implementation, the data warehouse may be implemented as a relational database management 
system (RDBMS) based system. 



WO 02/07607(1 



PCT/US02/08320 



[0040] The operational data store temporarily the most recent version of service and 
engineering attributes/parameters that should be acted upon in the OSS 130. The operational 
data store also stores authentication and authorization data. This data defines user's roles and 
privileges. Like the data warehouse, the operational data store may be a RDBMS based system. 
[0041] The LDAP directory server stores similar information to that described above with 
respect to the operational data store, however, the LDAP directory server .stores entries in a 
hierarchical, tree-like structure. As a result, the LDAP directory server provides a quick response 
to high volume lookup and/or search operations. Additional information regarding LDAP can be 
found in W. Yeong et al., "Lightweight Directory Access Protocol," RFC 1777, March 1995, 
which is incorporated herein by reference. 

{0042] The fault management unit 332 monitors and manages the overall operation of the 
OSS 130. The fault management unit 332 receives information from every device, computer and 
application in the OSS 130 via the process management system 310 and, in situations where a 
fault has been detected, may transmit trouble tickets identifying the fault to the appropriate 
system administrator. 

[0043] The data collection unit 333 collects customer usage and performance data for the 
devices supported by the OSS 130, transforms the data, if necessary, and passes the data on to the 
appropriate device, such as the billing unit 334, the database 331, etc. In one implementation, the 
data collection unit 333 utilizes a hierarchical architecture, having a centralized manager that 
defines and managesxollection and data transformation schemas. Individual, lower level 
gatherers interface with source targets. 

10 
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{0044] The billing unit 334 receives customer usage and performance data from the data 
collection unit 333 and generates bills in a well-known manner based thereon. The billing unit 
334 may be configured with a variety of rating rules and plans and may provide mechanisms to 
manage and create rating plans, as well as mechanisms for building revenue reports and 
generating billing reports. The rating rules may be customized based on a particular customer's 
requirements or generalized. The rating rules may include traditional telephony styled rating 
rules that include time-of-day, day-of-week, distance-based, flat rate, non-recurring, and 
recurring on a definably regular basis, such as weekly, bi-weekly, monthly, etc., ratings. In an 
exemplary implementation of the present invention, the billing unit 334 may also provide bonus 
points, airline miles, and other incentive items as part of the rules-based rating and billing . 
service. 

[0045] Billing unit 334 may provide revenue and billing reports to authorized parties. Billing 
unit 334 may allow customers to access previous invoices and view current charges not yet 
billed. In an exemplary implementation consistent with the present invention, billing unit 334 
may transfer rated events and summary records into other billing and revenue systems. For 
example, billing unit 334 may receive and transfer billing information or event information to a 
legacy billing system (i.e., an existing billing system) that generates the actual bill. In alternative 
implementations, billing unit 334 may provide hard copy bills and/or provide electronic bills to a 
customer. In this implementation, billing unit 334 may be configured to perform electronic 
payment handling. 

[0046] As customer orders and accounts are created or modified through normal business 
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functions, the OSS 130 keeps the billing unit 334 up to date in a real time manner via the process 
management system 310. Authorized parties may also extract real time data from the billing unit 
334. 

[0047] The reporting unit 335 may interact with various components of the OSS 130, such as 
the database 331 and billing unit 334, to provide users (i.e., customers, engineers, and 
accountants) with the ability to obtain reports based on real time data. The reports may include, 
for example, billing reports, reports regarding the usage and/or performance of the network, etc. 
[0048] The IPCom provisioning unit 336 allows for attributes associated with the IPCOM 
unit 370 to be updated. As will be described in detail below, the IPCom provisioning unit 336 
may provide graphical user interface screens to a user via the network interface 320 to allow the . 
user to add, delete, or update IP communications network service attributes. 
[0049] The traditional telephony systems 340 may include one or more components that are 
typically used in a telecommunications network. In one implementation, the traditional 
telephony systems 340 include one or more legacy systems, such as an order entry system, 
provisioning system, billing system, and the like. 

[0050] The voice portal unit 350 provides a variety of information services to subscribers. 
These services may include, for example, banking, brokerage, and financial services, travel and 
entertainment services, distribution and shipping services, insurance services, health and 
pharmaceutical services, manufacturing services, and the like. The voice portal unit 350 may 
store subscriber profiles to determine a subscribers device preference (e.g., a cellular telephone, 
a personal digital assistant, a paging device, and the like) and may also track a subscriberVaccess 
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to the services for billing purposes. 

[0051] The web center 360 acts as a virtual call center by queuing, routing, and distributing 
communications from any first location to an appropriate agent at any second location. The web 
center 360 allows agents to handle multiple mediums (e.g., inbound telephone calls, faxes, e- 
mails, voicemail, VoIP transactions, etc.) via a single browser-based interface. 
[0052] The DPCOM unit 370 may include one or more devices that provide VoIP services to 
subscribers. The subscribers may make and receive calls via an IP communications network 
using, for example, session initiation protocol (SIP) telephones. The IPCOM unit 370 may 
support the following exemplary services: follow me, call blocking, call forwarding, voice mail, 
conference calling, single line extension, call screening, quality of service, class of service, dial- 
plan restrictions, dynamic registration, secondary directory number, and call transfer. As 
described above, customers may set or change attributes associated with these features via the 
network interface 320. 

[0053] The vBNS+ unit 380 provides the IP infrastructure for the IP communications 
network. The vBNS+ unit 380 may include a group of routers that route packets in the network. 
The non-integrated applications 390 may include, for example, a security unit, a trouble ticketing 
unit, and a fault manager. The security unit may include one or more firewalls for securing the 
network interface 320, telephone equipment (e.g., PBX, switch, and redirect server), and network 
operations. The trouble ticketing unit manages the issuance and resolution of trouble tickets. 
The fault manager monitors the hardware components of the OSS 130. 

[0054] Fig. 4 illustrates an exemplary configuration of the process management system 310 
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of Fig. 3 in an implementation consistent with the present invention. As illustrated, the process 
management system 310 includes a bus 410, a processor 420, a memory 430, an input device 
440, an output device 450, and a communication interface 460. The bus 410 permits 
communication among the components of the process management system 310. 
[0055] The processor 420 may include any type of conventional processor or microprocessor 
that interprets and executes instructions. The memory 430 may include a RAM or another type 
of dynamic storage device that stores information and instructions for execution by the processor 
420; a ROM or another type of static storage device that stores static information and instructions 
for use by the processor 420; and/or some type of magnetic or optical recording medium and its 
corresponding drive. 

[0056] The input device 440 may include any conventional mechanism or combination of 
mechanisms that permits an operator to input information to the process management system 
3 10, such as a keyboard, a mouse, a pen, a biometric mechanism, and the like. The output device 
450 may include any conventional mechanism or combination of mechanisms that outputs 
information to the operator, including a display, a printer, a speaker, etc. The communication 
interface 460 may include any transceiver-like mechanism that enables the process management 
system 310 to communicate with other devices and/or systems, such as the network interface 
320, integrated applications 330, traditional telephony systems 340, etc. via a wired, wireless, or 
optical connection. 

[0057] Execution of the sequences of instructions contained in a computer-readable medium, 
such as memory 430, causes processor 420 to implement the functional operations described . 
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below. In alternative embodiments, hardwired circuitry may be used in place of or in 
combination with software instructions to implement the present invention. Thus, the present 
invention is not limited to any specific combination of hardware circuitry and software. 
[0058] Fig. 5 illustrates an exemplary functional block diagram of the process management 
system 310 of Fig. 3 in an implementation consistent with the present invention. As illustrated, 
the process management system 3 10 includes a process automator 510, an analyzer 520, a group ^ 
of connectors 530, and a transformer 540. It will be appreciated that the process management 
system 310 may include additional functional elements (not shown) that aid in the reception, 
processing, and/or transmission of data. 

[0059] The processor automator 510 includes a modeling tool that allows event processing to 
be visually modeled by engineers and product development analysts. The process automator 510 
can then execute these models to create an automated business process. The analyzer 520 
provides on-going and real time monitoring of the components of the OSS 130. The analyzer 
520 delivers reports, history, and trending on events processed through the process management 
system 310. 

[0060] The connectors 530 include a group of customized rules that allows the components 
of the OSS 130 to interact and communicate with the process management system 3 10. A unique 
connector 530 may be established for each component in the OSS 130. As new components are 
added to the OSS 130, new connectors 530 are established to allow the new components to 
communicate with the existing components of the OSS 130. Once the connectors 530 have been 
established, the OSS components may communicate with the process management system 310 
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via standard messaging or through full publish/subscribe processing. . The transformer 540 
inspects data received by the connectors 530. The transformer 540 may also transform the data 
received by the connectors 530, if necessary, prior to the data being transferred on to its 
destination. 

[006IJ Fig. 6 illustrates an exemplary configuration of the voice portal unit 350 of Fig. 3 in 
an implementation consistent with the present invention. As illustrated, the voice portal unit 350 
includes an extensible Program Management (XPM) unit 610, one or more voice portal 
application servers 620, and a customer directory database 630. The XPM unit 610 receives user 
profile information from the network interface 320 via the process management system 310 and 
stores this information for use by the voice portal application servers 620. The XPM unit 610 
may also receive other information, such as information identifying the device(s) (e.g., personal 
digital assistant, cellular telephone, pager, etc.) by which the customer wishes to receive the 
service(s) provided 

[0062] The voice portal application servers 620 may include one or more servers that interact 
with the XPM unit 610 to provide, for example, banking, brokerage, and financial services, travel 
and entertainment services, distribution and shipping services, insurance services, health and 
pharmaceutical services, manufacturing services, and the like. Voice portal application servers 
620 may also provide data collection unit 333 with information regarding what services are 
accessed and by whom. The data collection unit 333 may then pass this information on to the 
billing unit 334 for billing purposes. The voice portal application servers 620 may be located at 
the OSS 130 or distributed throughout the network 1 10. The customer directories 630 may store 

16 



WO 02/076070 



PCT/US02/08320 



information relating to the services provided by the voice portal application servers 620. For 
example, the customer directories 630 may store stock quotes, current weather forecasts, real 
time sports scores, etc. 

{0063] Fig. 7 illustrates an exemplary configuration of the web center 360 of Fig. 3 in an 
implementation consistent with the present invention. As illustrated, the web center 360 includes 
a communications server 710 and an agent information database 720. The communications 
server 710 queues, routes, and distributes communications from any first location to an 
appropriate agent at any second location. The communications server 710 may determine the 
appropriate agent based on data stored in the agent information database 720. The agent 
information database 720 may store agent activity information, the particular skills of the agents, 
and the like. Once a customer has utilized the services of the web center 360, the usage 
information may be transmitted to the data collection unit 333 and then to the billing unit 334 for 
billing. Users may, via the network interface 320, provision new services, such as order a toll 
free number, and/or create new accounts at the web center 360. 

[0064] Fig. 8 illustrates an exemplary configuration of the DPCOM unit 370 of Fig. 3 in an 
implementation consistent with the present invention. As illustrated, the EPCOM unit 370 
includes a network server/redirect server 810, CPE enterprise gateways 820, and network 
gateways 830. The network server/redirect server 810 may include one or more servers that 
process calls made over the IP communications network based on data stored in an associated 
database 815. The database 815 may store data relating to call processing (e.g., information 
identifying the device by which the subscriber wishes to receive the call, network configuration 
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information, etc.), subscriber profiles (e.g., subscriber identifiers), and network-supported 
features. The network server/redirect server 810 may direct calls to the appropriate gateway 820 
or 830 based on this data. The network-supported features may include, for example, follow me, 
call blocking, call forwarding, voice mail, conference calling, single line extension, call 
screening, quality of service, class of service, dial-plan restrictions, dynamic registration, 
secondary directory number, and call transfer. As will be described in detail below, a subscriber 
may change attributes of these network-supported features and other network-related attributes 
using the network interface 320, 

[0065] The CPE enterprise gateways 820 may include one or more gateways for linking 
customer systems to the IP communications network. The CPE enterprise gateways 820 may, for 
example, connect to a customer's PBX and convert time division multiplexed (TDM) voice data 
into VoIP packets and voice signaling into SIP messages. The network gateways 830 include 
one or more gateways for linking the IP communications network to the PSTN in a well-known 
manner. The CPE enterprise gateways 820 and network gateways 830 track customer access and 
transmit this customer access data to the data collection unit 333 for billing purposes. 
[0066] Fig. 9 illustrates an exemplary configuration of the vBNS+ unit 380 of Fig. 3 in an 
implementation consistent with the present invention. As illustrated, the vBNS+ unit 380 
includes a group of edge routers 910 that route packets to/from the vBNS+ core network 920. 
The edge routers 910 may connect to the network server/redirect server 810, network gateways 
830, customer's CPE equipment, other routers in the IPCom network, directly to SIP telephones, 
etc. The edge routers 910 may be configured or updated via the network interface 320. The 
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vBNS+ core 920 may include one or more core routers for routing packets between edge routers 
910. 

[0067] The foregoing description of the OSS 130 provides an overview of the configuration 
of the OSS 130. A more detailed description of the present invention is provided below, 

EXEMPLARY PROCESSING 
[0068] Some of the products and services supported by the OSS 130 enable various users 
(e.g., customers, engineers, accounting personnel, order entry personnel, internal support staff 
members, etc.) to submit modifications to attributes associated with services provided by the 

„ OSS 130. It is important that these changes be available in substantially real time. The present 
invention is directed to systems and methods for configuring and controlling service attributes 
associated with the IP communications network via the network interface 320. 
[0069] Fig. 10 illustrates an exemplary process for configuring/updating service attributes 

. associated with an DP communications network over a data network in an implementation 
consistent with the present invention. Processing may begin with a user (e.g., a customer, an 
engineer, an accounting person, etc.) establishing a connection with the network interface 320 
[act 1010]. The user may, for example, accomplish this via any conventional Internet connection 
by entering a link or address, such as a uniform resource locator (URL), associated with the 
network interface 320. In alternative implementations, the user may establish a direct connection 
with the network interface 320. In each of these scenarios, the network interface 320 may then 
transmit a login screen to the user in order to authenticate the user [act 1020]. 
[0070] Fig. 1 1 illustrates an exemplary login screen 1 100 consistent with the present 
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inventiqn. As illustrated, the login screen 1 100 prompts the user to enter an identifier (DD) 1110 
and password 1 120. The identifier may be, for example, an e-mail address or some other unique 
identifier associated with the user. 

[0071] The user may enter an ID and password in a well-known manner via the user device 
120. The user device 120 may then transmit the user ID and password to the network interface 
320. The network interface 320 may authenticate the user by, for example, comparing the user's 
ID and password to authorized identifiers and passwords [act 1020]. 

[0072] Once authenticated, the network interface 320 may optionally determine the level of 
authorization with which the user is associated [act 1030]. The OSS 130 may, for example, grant 
engineers a higher level of authorization (i.e., permit access to a greater number of components 
of the OSS 130) than customers. 

[0073] It is assumed hereafter that the user wishes to make changes to service attributes 
associated with the IP communications network, such as attributes associated with the following 
exemplary services: follow me, call blocking, call forwarding, voice mail, conference calling, 
single line extension, call screening, quality of service, class of service, dial-plan restrictions, 
dynamic registration, secondary directory number, and call transfer. The network interface 320 
may transmit service management screen(s) to the user device 120 to allow the user to modify 
service attributes associated with the IP communications network [act 1040]. As described 
above, the service management screen(s) may be provided to the network interface 320 via the 
IPCom provisioning unit 336. 

[0074] Fig. 12 illustrates an exemplary service management introductory screen 1200 that 
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may be provided to the user by the network interface 320 in an implementation consistent with 
the present invention. As illustrated, the service management introductory screen 1200 allows 
the user to select from the following exemplary categories: Enterprise Configuration 1210, 
Network Configuration 1220, Subscriber Configuration 1230, and Reference Information 1240. 
[0075] The Enterprise Configuration category 1210 provides the user with links for setting 
the private translation type (i.e., the way in which private calls are to be routed for the customer, 
such as via the network servers/redirect servers 810 or via traditional data access protocol 
routing) and performing prefix plan management, location management, call blocking 
management, feature blocking management, gateway management, and dial plan management 
functions. The Network Configuration category 1220 provides the user with links for performing 
SIP domain management and remote access configuration functions. The Subscriber 
Configuration category 1230 provides the user with links for performing subscriber management 
and alias management functions. The Reference Information category 1240 provides the user 
with IP phone setup instructions. 

[0076] Upon selecting one of the links provided for the above-described categories, the 
network interface 320 provides the user with one or more screens for performing the desired 
function(s). Figs. 13-21 illustrate exemplary screens that may be provided to a user by the 
network interface 320 in response to the user selecting links in the service management 
introductory screen 1200, 

[0077] Fig. 13 illustrates an exemplary subscriber information screen 1300 that can be 
provided to the user by the network interface 320 in an implementation consistent with the 
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present invention. This screen 1300 may be provided to the user in response to the user selecting 
the "subscriber management" link in Fig. 12. As illustrated, the subscriber information screen 
1200 summarizes the user's service attribute profile and allows a user to enable/disable particular 
subscriber features. The subscriber information screen 1300 includes such information as the 
user's first and last name, a unique user name, customer number, the dialing plan that the user has 
established, the services that the user has activated (e.g., call transfer, call forwarding, etc.), the 
user's profile type, the active call blocking plan, the active feature blocking plan, the active prefix 
plan, the user's location, a default alias, and a default address. 

[0078] The user name may be any unique name associated with the user. The profile type 
may indicate the user's profile (e.g., customer administrator, engineer, customer, etc.). The call 
blocking, feature blocking, and prefix plans indicate the currently active call blocking, feature 
blocking, and prefix plans, respectively, that have been established by the user. 
{0079] Fig. 14 illustrates an exemplary call blocking management screen 1400 that may be 
provided to a user by the network interface 320 in an implementation consistent with the present 
invention. This screen 1400 may be provided to the user in response to the user selecting the 
"call blocking management" link in Fig. 12, As illustrated, the call blocking management screen 
1400 allows a user to add one or more call blocking lists 1410 or edit, copy, or delete an existing 
list 1420. Call blocking lists may be used to restrict subscriber direct dial terminations. For 
example, a subscriber may be restricted from establishing a connection to a certain number or 
range of numbers (e.g., 900 numbers). A user can add a new call blocking list by typing in a new 
list name into block 1410 and clicking the add button. This network interface 320 will then 
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prompt the user to enter one or more call blocking rules for this new call blocking list. An 
exemplary rule may be to restrict calls to 900 numbers. 

[0080] The user may edit, copy, or delete an existing list by selecting the list from block 1420 
and selecting the appropriate button. Assume that the user selects the "Break The Bank" list 
from block 1420. The network interface 320 may provide the user with the exemplary screen 
illustrated in Fig. 15. Fig. 15 illustrates an exemplary call blocking list editing screen 1500 that 
may be provided to a user by the network interface 320 in an implementation consistent with the 
present invention. As illustrated, the call blocking list editing screen 1500 displays the call 
blocking rules 1510 that have already been established by the user. The rules may include one or 
more single telephone numbers, a range of telephone numbers, or one or more IP addresses. 
[0081] To add a new rule to the Break The Bank list, the user may select the ADD button 
1520 by, for example, clicking on it. Fig. 16 illustrates an exemplary call blocking list addition 
screen 1600 that may be provided to a user by the network interface 320 in an implementation 
consistent with the present invention. As illustrated, the exemplary screen 1600 allows the user 
to enter a single telephone (e.g., Private, E.164, or Local) number, a range of telephone numbers, 
or a single BP telephone address to which calls are to be blocked. In the exemplary screen 1600 
illustrated in Fig. 16, the user has chosen to block the range of E.164 numbers from 660000000 
to 669999999. • 

[0082] Fig. 1 7 illustrates an exemplary subscriber preferences screen 1 700 that may be 
provided to a user by the network interface 320 in an implementation consistent with the present 
invention. Via this screen 1700, the user may set up his/her calling preferences, such as change 
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his/her password, establish a selective call acceptance list or a find-me list, or set up or change 
his/her voice mail options. The user may also enable call screening, normal call routing, specify 
a destination for rerouting calls if a busy or no answer state has been encountered, forward calls 
to a destination number, or enable find-me routing. In the exemplary screen 1700 illustrated in 
Fig. 17, the user has enabled call forwarding 1710 and has entered a long distance telephone 
number (i.e., 5555555555) in block 1720 to which calls are to be routed. 
[0083] In the exemplary screen illustrated in Fig. 1 8, the user has enabled find-me routing 
1810. Using find-me routing, the user can specify a sequential list of numbers (or addresses) to 
be tried in order to route the call to the user. The user's find-me list can be edited by selecting the 
Find-Me List link 1820. Fig. 19 illustrates an exemplary find-me list management screen 1900 
that can be provided to the user by the network interface 320 in an implementation consistent 
with the present invention. 

[0084] As illustrated, the management screen 1900 allows the user to enter a group of 
addresses (numbers) 1910 in order of preference that the user wishes the system to use in routing 
calls to the user. Five addresses are provided for simplicity. A typical find-me list management 
screen may provide more or fewer number of addresses. With each address entry 1910, the user 
must specify the type of destination device with which the address corresponds. For example, 
the first entry (i.e., joe-sip@sipworld.com) corresponds to a SIP telephone number. The user 
may also enter an address in block 1920 to which calls are to be routed in the event that an 
attempt to reach one of the addresses listed in block 1910 results in a busy signal. In the example 
illustrated in Fig. 19, the user has entered the private number "1236789." 
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[0085] As noted above with respect to Fig. 17, the user may also enable call screening. This 
is illustrated in Fig. 20. In such a situation, the user may define a call acceptance list (i.e., a list 
of address for which calls are to be forwarded to the user). The user may choose to have unlisted 
calls (i.e., those calls associated with addresses that are not in the user's defined acceptance list) 
provided a busy signal 2010 or routed to a destination address 2020 by entering the destination 
number in block 2030. As illustrated in Fig. 20, the user wishes to have unlisted calls routed to 
the private number "1234567." 

[0086] To edit a call acceptance list, the user may select the Selective Call Acceptance List 
link 2040. The network interface 320 may then provide the user with the exemplary screen 2100 
illustrated in Fig. 21 . Via screen 21 00, the user may delete an existing address 2110, enter a 
single telephone number or SIP address 2120, or enter a range of numbers 2130 to add to the call 
acceptance list. 

[0087] The screens illustrated in Figs. 12-21 have been provided by way of example. It will 
be appreciated that the network interface 320 may provide the user with similar (or different) 
screens for managing other services of the IP communications network. 
[0088] Returning to Fig. 10, the network interface 320 receives any modifications (e.g., 
additions, cancellations, and/or updates) made by the user to IP communications network service 
attributes [act 1050] and transmits this data to the process management system 310. The process 
management system 3 1 0 transmits the new data to the warehouse and the ODS of database 331. 
The ODS may validate, process, and store the data [act 1060] and forward a copy of the data to 
the redirect server 810, via the process management system 310, for storage in database 815 [act 
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1070]. In this way, the ODS acts as a superset of the redirect server 810, containing both an 
exact copy of the data stored at the redirect server 810 and additional attributes needed to control 
and maintain the data within the OSS 130. 

[0089] The network server/redirect server 810 may direct calls to the appropriate gateway 
820 or 830 based on this data. In this manner, changes made by a user to IP communications 
network service attributes are made available to the user in substantially real time. 

CONCLUSION 

[0090] Implementations consistent with the present invention provide an operational support 
system that allows users to update attributes associated with IP communications network 
services, such as VoIP services, via a web-based interface. The operational support system 
makes changes to the service attributes available in substantially real time. 
[0091] The foregoing description of exemplary embodiments of the present invention 
provides illustration and description, but is not intended to be exhaustive or to limit the invention 
to the precise form disclosed. Modifications and variations are possible in light of the above 
teachings or may be acquired from practice of the invention. For example, it will be appreciated 
that the present invention can be implemented in hardware, software, or a combination of 
hardware and software. Thus, the present invention is not limited to any specific combination of 
hardware circuitry and software. 

[0092] Moreover, while a series of acts has been described with respect to Fig. 10, the order 
of the acts may vary in other implementations consistent with the present invention. In addition, 
non-dependent acts may be performed in parallel. 
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[0093] No element, act, or instruction used in the description of the present application 
should be construed as critical or essential to the invention unless explicitly described as such. 
Also, as used herein, the article "a" is intended to include one or more items. Where only one 
item is intended, the term "one" or similar language is used. 
[0094] The scope of the invention is defined by the claims and their equivalents. 
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WHAT IS CLAIMED IS : 

1 . A method for updating Internet Protocol QP) communications network service 
attributes, comprising: 

receiving at least one modification to an IP communications network service 
attribute from a user; 

modifying a first record in a database based on the received at least one 

modification; 

transmitting the at least one modification from the database to a redirect server 
associated with the IP communications network; and 

updating a second record, corresponding to the first record, in the redirect server 
based on the at least one modification, the updated second record being available in substantially 
real time. 

The method of claim 1 further comprising: 

using the updated second record, via the redirect server, for processing a call to 

3. The method of claim 1 wherein the IP communications network service attribute 
includes an attribute related to one of follow me, call blocking, call forwarding, voice mail, 
conference calling, single line extension, call screening, quality of service, class of service, dial- 
plan restrictions, dynamic registration, secondary directory number, and call transfer processing. 
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4. The method of claim 1 wherein the user includes a customer, 

5. The method of claim 1 wherein the user includes at least one of an engineer, an 
account person, and an order entry person. 

The method of claim 1 wherein the updating includes: 
updating the second record in a database associated with the redirect server. 

The method of claim 1 wherein the database is an operational data store. 

8. The method of claim 7 wherein the receiving includes: 

receiving the at least one modification via a web-based interface. 

The method of claim 1 wherein the IP communications network service attribute 
of enterprise configuration, network configuration, and subscriber configuration. 

1 0. The method of claim 1 wherein the IP communications network service attribute 
relates to one of private call routing, prefix plan management, location management,, call 
blocking management, feature blocking management, gateway management, and dial plan 
management. 
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1 1 . The method of claim 1 wherein the IP communications network service attribute 
relates to one of session initiation protocol (SIP ) domain management and remote access 
configuration. 

12. The method of claim 1 wherein the IP communications network service attribute 
relates to subscriber account management. 

13. A system for updating service attributes associated with an Internet Protocol (IP) 
communications network, comprising: 



a network interface configured to: 

receive at least one update to one of the service attributes from a user via a 



forward the at least one update; 
an operational data store configured to: 

receive the at least one update from the network interface, 

store the at least one update, and 

forward the at least one update; and 
a redirect server, associated with the IP communications network, and configured 



data network, and 



to: 
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store the at least one update, the at least one update being available in 

substantially real time. 

14. The system of claim 13 wherein the redirect server is further configured to: 
use the at least one update for processing a call to or from the user. 

15. The system of claim 13 wherein the service attribute includes an attribute related 
to one of follow me, call blocking, call forwarding, voice mail, conference calling, single line 
extension, call screening, quality of service, class of service, dial-plan restrictions, dynamic 
registration, secondary directory number, and call transfer processing. 

1 6. . The system of claim 13 wherein the user includes a customer. 

1 7. The system of claim 13 wherein the user includes an engineer. 

1 8. The system of claim 13 wherein the redirect server stores the update in a database. 

19. The system of claim 13 wherein the data network includes an Internet. 
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20. The system of claim 19 wherein the network interface includes a web-based 
interface. 

21. The Systran of claim 13 wherein the service attribute relates to one of enterprise 
configuration, network configuration, and subscriber configuration. 

22. The system of claim 13 wherein the service attribute relates to one of private call 
routing, prefix plan management, location management, call blocking management, feature 
blocking management, gateway management, and dial plan management 

23. The system of claim 13 wherein the service attribute relates to one of session 
initiation protocol (SEP) domain management and remote access configuration. 

24. A method for providing Internet Protocol (IP) communications network services, 
comprising: 

providing a web-based interface to a user, the web-based interface allowing the 
user to update service attributes associated with the IP communications network; 

receiving a change to a service attribute from the user; 

storing the service attribute change in an operational data store; 

transfeiring the service attribute change from the operational data store to a 
redirect server, the redirect server being associated with the IP communications network; 
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storing the service attribute change at the redirect server, the service attribute 
change being implemented in substantially real time; and 

processing at least one call to the user based on the service attribute change. 

25. The method of claim 24 wherein the service attribute relates to one of private call 
routing, prefix plan management, location management, call blocking management, feature 
blocking management, gateway management, and dial plan management 

26. The method of claim 24 wherein the service attribute relates to one of session 
initiation protocol (SIP) domain management and remote access configuration. 

27. The method of claim 24 wherein the service attribute relates to subscriber account 
management 

28. A system for providing Internet Protocol (IP) communications network services, 
comprising: 

means for providing a web-based interface to a user, the web-based interface 
allowing the user to update service attributes associated with the IP communications network; 
means for receiving a change to a service attribute from the user; 
means for storing the service attribute change in a database; 
means for transferring the service attribute change from the database to a redirect 
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server, the redirect server being associated with the IP communications network; 

means for storing the service attribute change at the redirect server, the service 
attribute change being available in substantially real time; and 

means for processing at least one call to the user based on the service attribute 

change. 

29. The system of claim 28 wherein the service attribute relates to one of private call 
routing, prefix plan management, location management, call blocking management, feature 
blocking management, gateway management, and dial plan management. 

30. The method of claim 28 wherein the service attribute relates to one of session 
initiation protocol (SIP) domain management, remote access configuration, and subscriber 
account management 
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